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baggage, containers, and other objects
subject to security processing; and

(v) Screeners who perform pat-downs
or hand-held metal detector searches of
persons must have sufficient dexterity
and capability to conduct those proce-
dures on all parts of the persons’ bod-
ies.

(3) The ability to read, speak, and
write English well enough to:

(i) Carry out written and oral in-
structions regarding the proper per-
formance of screening duties;

(ii) Read English language identifica-
tion media, credentials, airline tickets,
and labels on items normally encoun-
tered in the screening process;

(iii) Provide direction to and under-
stand and answer questions from
English-speaking persons undergoing
screening; and

(iv) Write incident reports and state-
ments and log entries into security
records in the English language.

(4) Satisfactorily completed all ini-
tial, recurrent, and appropriate special-
ized training required by the certifi-
cate holder’s security program.

(b) Notwithstanding the provisions of
paragraph (a)(4) of this section, the cer-
tificate holder may use a person during
the on-the-job portion of training to
perform security functions provided
that the person is closely supervised
and does not make independent judg-
ments as to whether persons or prop-
erty may enter a sterile area or air-
craft without further inspection.

(c) No certificate holder shall use a
person to perform a screening function
after that person has failed an oper-
ational test related to that function
until that person has successfully com-
pleted the remedial training specified
in the certificate holder’s security pro-
gram.

(d) Each certificate holder shall en-
sure that a Ground Security Coordi-
nator conducts and documents an an-
nual evaluation of each person assigned
screening duties and may continue
that person’s employment in a screen-
ing capacity only upon the determina-
tion by that Ground Security Coordi-
nator that the person:

(1) Has not suffered a significant dim-
inution of any physical ability required
to perform a screening function since
the last evaluation of those abilities;

(2) Has a satisfactory record of per-
formance and attention to duty; and

(3) Demonstrates the current knowl-
edge and skills necessary to cour-
teously, vigilantly, and effectively per-
form screening functions.

(e) Paragraphs (a) through (d) of this
section do not apply to those screening
functions conducted outside the United
States over which the certificate hold-
er does not have operational control.

(f) At locations outside the United
States where the certificate holder has
operational control over a screening
function, the certificate holder may
use screeners who do not meet the re-
quirements of paragraph (a)(3) of this
section, provided that at least one rep-
resentative of the certificate holder
who has the ability to functionally
read and speak English is present while
the certificate holder’s passengers are
undergoing security processing.

[Doc. No. 26522, 56 FR 41425, Aug. 20, 1991]

§ 108.33 Employment history,
verification and criminal history
records checks.

(a) Scope. The following persons are
within the scope of this section:

(1) Each employee or contractor em-
ployee covered under a certification
made to an airport operator, pursuant
to § 107.31(n) of this chapter, made on or
after November 23, 1998.

(2) Each individual issued air carrier
identification media that one or more
airports accepts as airport approved
media for unescorted access within a
security identification display area
(SIDA) as described in § 107.25 of this
chapter.

(3) Each individual assigned, after
November 23, 1998, to perform the fol-
lowing functions:

(i) Screen passengers or property
that will be carried in a cabin of an air-
craft of an air carrier required to
screen passengers under this part.

(ii) Serve as an immediate supervisor
(checkpoint security supervisor (CSS)),
or the next supervisory level (shift or
site supervisor), to those individuals
described in paragraph (a)(3)(i) of this
section.

(b) Employment history investigations
required. Each air carrier must ensure
that, for each individual described in
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paragraph (a) of this section, the fol-
lowing requirements are met:

(1) The individual has satisfactorily
undergone Part 1 of an employment
history investigation. Part 1 consists
of a review of the previous 10 years of
employment history and verifications
of the 5 employment years preceding
the date the employment history inves-
tigation is initiated as provided in
paragraph (c) of this section; and

(2) If required by paragraph (c)(5) of
this section, the individual has satis-
fied Part 2 of the employment history
investigation. Part 2 is the process to
determine if the individual has a crimi-
nal record. To satisfy Part 2 of the in-
vestigation the criminal records check
must not disclose that the individual
has been convicted or found not guilty
by reason of insanity, in any jurisdic-
tion, during the 10 years ending on the
date of such investigation, of any of
the crimes listed below:

(i) Forgery of certificates, false
marking of aircraft, and other aircraft
registration violation, 49 U.S.C. 46306;

(ii) Interference with air navigation,
49 U.S.C. 46308;

(iii) Improper transportation of a
hazardous material, 49 U.S.C. 46312;

(iv) Aircraft piracy, 49 U.S.C. 46502;
(v) Interference with flightcrew

members or flight attendants, 49 U.S.C.
46504;

(vi) Commission of certain crimes
aboard aircraft in flight, 49 U.S.C.
46506;

(vii) Carrying a weapon or explosive
aboard aircraft, 49 U.S.C. 46505;

(viii) Conveying false information
and threats, 49 U.S.C. 46507;

(ix) Aircraft piracy outside the spe-
cial aircraft jurisdiction of the United
States, 49 U.S.C. 46502(b);

(x) Lighting violations involving
transporting controlled substances, 49
U.S.C. 46315;

(xi) Unlawful entry into an aircraft
or airport area that serves air carriers
or foreign air carriers contrary to es-
tablished security requirements, 49
U.S.C. 46314;

(xii) Destruction of an aircraft or air-
craft facility, 18 U.S.C. 32;

(xiii) Murder;
(xiv) Assault with intent to murder;
(xv) Espionage;
(xvi) Sedition;

(xvii) Kidnapping or hostage taking;
(xviii) Treason;
(xix) Rape or aggravated sexual

abuse;
(xx) Unlawful possession, use, sale,

distribution, or manufacture of an ex-
plosive or weapon;

(xxi) Extortion;
(xxii) Armed robbery;
(xxiii) Distribution of, or intent to

distribute, a controlled substance;
(xxiv) Felony arson; or
(xxv) Conspiracy or attempt to com-

mit any of the aforementioned crimi-
nal acts.

(c) Investigative steps. Part 1 of the
employment history investigations
must be completed on all persons de-
scribed in paragraph (a) of this section.
If required by paragraph (c)(5) of this
section, Part 2 of the employment his-
tory investigation must also be com-
pleted on all persons listed in para-
graph (a) of this section.

(1) The individual must provide the
following information on an applica-
tion:

(i) The individual’s full name, includ-
ing any aliases or nicknames;

(ii) The dates, names, phone num-
bers, and addresses of previous employ-
ers, with explanations for any gaps in
employment of more than 12 consecu-
tive months, during the previous 10-
year period;

(iii) Any convictions during the pre-
vious 10-year period of the crimes list-
ed in paragraph (b)(2) of this section.

(2) The air carrier must include on
the application form a notification
that the individual will be subject to
an employment history verification
and possibly a criminal records check.

(3) The air carrier must verify the
identity of the individual through the
presentation of two forms of identifica-
tion, one of which must bear the indi-
vidual’s photograph.

(4) The air carrier must verify the in-
formation on the most recent 5 years of
employment history required under
paragraph (c)(1)(ii) of this section. In-
formation must be verified in writing,
by documentation, by telephone, or in
person.

(5) If one or more of the conditions
(triggers) listed in § 108.33(c)(5) (i)
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through (iv) exist, the employment his-
tory investigation must not be consid-
ered complete unless Part 2 is accom-
plished. Only the air carrier may ini-
tiate Part 2. Part 2 consists of a com-
parison of the individual’s fingerprints
against the fingerprint files of known
criminals maintained by the Federal
Bureau of Investigation (FBI). The
comparison of the individual’s finger-
prints must be processed through the
FAA. The air carrier may request a
check of the individual’s fingerprint-
based criminal record only if one or
more of the following conditions exist:

(i) The individual does not satisfac-
torily account for a period of unem-
ployment of 12 consecutive months or
more during the previous 10-year pe-
riod.

(ii) The individual is unable to sup-
port statements made on the applica-
tion form.

(iii) There are significant inconsist-
encies in the information provided on
the application.

(iv) Information becomes available to
the air carrier during the investigation
indicating a possible conviction for one
of the crimes listed in paragraph (b)(2)
of this section.

(d) Individual notification. Prior to
commencing the criminal records
check, the air carrier must notify the
affected individuals and identify a
point of contact for follow-up. An indi-
vidual who chooses not to submit fin-
gerprints may not be granted
unescorted access privilege and may
not be allowed to hold screener or
screener supervisory positions.

(e) Fingerprint processing. If a finger-
print comparison is necessary under
paragraph (c)(5) of this section to com-
plete the employment history inves-
tigation the air carrier must collect
and process fingerprints in the fol-
lowing manner:

(1) One set of legible and classifiable
fingerprints must be recorded on fin-
gerprint cards approved by the FBI and
distributed by the FAA for this pur-
pose.

(2) The fingerprints must be obtained
from the individual under direct obser-
vation by the air carrier or a law en-
forcement officer. Individuals submit-
ting their fingerprints must not take

possession of their fingerprint card
after they have been fingerprinted.

(3) The identify of the individual
must be verified at the time finger-
prints are obtained. The individual
must present two forms of identifica-
tion, one of which must bear the indi-
vidual’s photograph.

(4) The fingerprint card must be for-
warded to FAA at the location speci-
fied by the Administrator.

(5) Fees for the processing of the
criminal records checks are due upon
application. Air carriers must submit
payment through corporate check,
cashier’s check, or money order made
payable to ‘‘U.S. FAA,’’ at the des-
ignated rate for each fingerprint card.
Combined payment for multiple appli-
cations is acceptable. The designated
rate for processing the fingerprint
cards is available from the local FAA
security office.

(f) Determination of arrest status. In
conducting the criminal record checks
required by this section, the air carrier
must not consider the employment his-
tory investigation complete unless it
investigates arrest information for the
crimes listed in paragraph (b)(2) of this
section for which no disposition has
been recorded and makes a determina-
tion that the arrest did not result in a
disqualifying conviction.

(g) Availability and correction of FBI
records and notification of disqualifica-
tion. (1) At the time Part 2 is initiated
and the fingerprints are collected, the
air carrier must notify the individual
that a copy of the criminal record re-
ceived from the FBI will be made avail-
able to the individual if requested in
writing. When requested in writing, the
air carrier must make available to the
individual a copy of any criminal
record received from the FBI.

(2) Prior to making a final decision
to deny authorization to an individual
described in paragraph (a) of this sec-
tion, the air carrier must advise the in-
dividual that the FBI criminal record
discloses information that would dis-
qualify him/her from positions covered
under this rule and provide him/her
with a copy of their FBI record if re-
quested.

(3) The air carrier must notify an in-
dividual that a final decision has been
made to forward or not forward a letter
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of certification for unescorted access
to the airport operator, or to grant or
deny the individual authority to per-
form screening functions listed under
paragraph (a)(3) of this section.

(h) Corrective action by the individual.
The individual may contact the local
jurisdiction responsible for the infor-
mation and the FBI to complete or cor-
rect the information contained in his/
her record before the air carrier makes
any decision to withhold his/her name
from a certification, or not grant au-
thorization to perform screening func-
tions subject to the following condi-
tions:

(1) Within 30 days after being advised
that the criminal record received from
the FBI discloses disqualifying infor-
mation, the individual must notify the
air carrier, in writing, of his/her intent
to correct any information believed to
be inaccurate.

(2) Upon notification by an individual
that the record has been corrected, the
air carrier must obtain a copy of the
revised FBI record prior to making a
final determination.

(3) If no notification is received with-
in 30 days, the air carrier may make a
final determination.

(i) Limits on dissemination of results.
Criminal record information provided
by the FBI must be used solely for the
purposes of this section, and no person
may disseminate the results of a crimi-
nal record check to anyone other than:

(1) The individual to whom the record
pertains or that individual’s authorized
representative;

(2) Air carrier officials with a need to
know; and

(3) Others designated by the Adminis-
trator.

(j) Employment status while awaiting
criminal record checks. Individuals who
have submitted their fingerprints and
are awaiting FBI results may perform
work details under the following condi-
tions:

(1) Those seeking unescorted access
to the SIDA must be escorted by some-
one who has unescorted SIDA access
privileges;

(2) Those applicants seeking posi-
tions covered under paragraphs (a)(3)
and (a)(4) of this section, may not exer-
cise any independent judgments re-
garding those functions.

(k) Recordkeeping. (1) The air carrier
must physically maintain and control
Part 1 employment history investiga-
tion file until 180 days after the termi-
nation of the individual’s authority for
unescorted access or termination from
positions covered under paragraph
(a)(3) of this section. Part 1 of the em-
ployment history investigation, com-
pleted on screening personnel must be
maintained at the airport where they
perform screening functions. Part 1 of
the employment history investigation
file must consist of the following:

(i) The application;
(ii) The employment verification in-

formation obtained by the employer;
(iii) the names of those from whom

the employment verification informa-
tion was obtained;

(iv) The date and the method of how
the contact was made; and

(v) Any other information as required
by the Administrator.

(2) The air carrier must physically
maintain, control and when appro-
priate destroy Part 2, the criminal
record file, for each individual for
whom a fingerprint comparison has
been made. Part 2 must be maintained
for 180 days after the termination of
the individual’s authority for
unescorted access or after the indi-
vidual ceases to perform screening
functions. Only direct air carrier em-
ployees may carry out Part 2 respon-
sibilities. Part 2 must consist of the
following:

(i) The results of the record check; or
(ii) Certification from the air carrier

that the check was completed and did
not uncover a disqualifying conviction.

(3) The files required by this para-
graph must be maintained in a manner
that is acceptable to the Administrator
and in a manner that protects the con-
fidentiality of the individual.

(l) Continuing responsibilities. (1) Any
individual authorized to have
unescorted access privilege to the
SIDA or who performs functions cov-
ered under paragraph (a)(3) of this sec-
tion, who is subsequently convicted of
any of the crimes listed in paragraph
(b)(2) of this section must, within 24
hours, report the conviction to the air
carrier and surrender the SIDA access
medium or any employment related
identification medium to the issuer.
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(2) If information becomes available
to the air carrier indicating that an in-
dividual has a possible conviction for
one of the disqualifying crimes in para-
graph (b)(2) of this section, the air car-
rier must determine the status of the
conviction and, if the conviction is
confirmed:

(i) Immediately revoke access au-
thorization for unescorted access to
the SIDA; or

(ii) Immediately remove the indi-
vidual from screening functions cov-
ered under paragraph (a)(3) of this sec-
tion.

(m) Air carrier responsibility. The air
carrier must:

(1) Designate an individual(s), in the
security program, to be responsible for
maintaining and controlling the em-
ployment history investigation for
those whom the air carrier has made a
certification to an airport operator
under § 107.31(n)(1) of this chapter and
for destroying the criminal record files
when their maintenance is no longer
required by paragraph (k)(2) of this sec-
tion.

(2) Designate individual(s), in the se-
curity program, to maintain and con-
trol Part 1 of the employment history
investigations of screeners whose files
must be maintained at the location or
station where the screener is per-
forming his or her duties.

(3) Designate individual(s), in the se-
curity program, to serve as the contact
to receive notification from an indi-
vidual applying for either unescorted
access or those seeking to perform
screening functions of his or her intent
to seek correction of his or her crimi-
nal record with the FBI.

(4) Designate an individual(s), in the
security program, to maintain and con-
trol Part 2 of the employment history
investigation file for all employees,
contractors, or others who undergo a
fingerprint comparison at the request
of the air carrier.

(5) Audit the employment history in-
vestigations performed in accordance
with this section. The audit process
must be set forth in the air carrier ap-
proved security program.

[Doc. No. 28859, 63 FR 51220, Sept. 24, 1998; 63
FR 60448, Nov. 9, 1998]

PART 109—INDIRECT AIR CARRIER
SECURITY

Sec.
109.1 Applicability.
109.3 Security program.
109.5 Approval of security programs and

amendments.

AUTHORITY: 49 U.S.C. 106(g), 5103, 40113,
40119, 44701–44702, 44705, 44901–44905, 44907,
44913–44914, 44932, 44935–44936, 46105.

§ 109.1 Applicability.
(a) This part prescribes aviation se-

curity rules governing each air carrier,
including each air freight forwarder
and each cooperative shippers’ associa-
tion, engaged indirectly in air trans-
portation of property;

(b) For the purposes of this part,
property means any package cargo.

[Doc. No. 19840, 44 FR 72345, Dec. 13, 1979]

§ 109.3 Security program.
(a) Each indirect air carrier shall

adopt and carry out a security program
that—

(1) Is designed to prevent or deter the
unauthorized introduction of any ex-
plosive or incendiary device into any
package cargo intended for carriage by
air;

(2) Is in writing and signed by the
carrier or any person delegated author-
ity in this matter;

(3) Includes a system of security safe-
guards acceptable to the Adminis-
trator; and

(4) Has been approved by the Admin-
istrator.

(b) Each indirect air carrier shall
maintain at least one complete copy of
its security program at its principal
business office, and a complete copy or
the pertinent portions of its security
program or appropriate implementing
instructions at each office where pack-
age cargo is accepted, and shall make
those documents available for inspec-
tion upon request of any Civil Aviation
Security Special Agent.

(c) Each indirect air carrier shall—
(1) Restrict the distribution, disclo-

sure, and vailability of sensitive secu-
rity information, as defined in part 191
of this chapter, to persons with a need-
to-know; and

(2) Refer requests for sensitive secu-
rity information by other persons to
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